
Inference Attacks on Federated Learning - A Survey
Zohar Cochavi

cochaviz.com

June 26, 2023
cantpwn.com/posts/inference-attacks-on-federated-learning

A survey on the state of inference attacks on various federated learning schemes.

Abstract

Federated Learning (FL) is a privacy-preserving approach 

for distributed machine learning, but it is vulnerable to 

inference attacks. Inference attacks aim to extract infor

mation about the model or data used in FL, directly 

threatening one of its core principles. This essay provides 

an overview of state-of-the-art inference attacks in FL and 

their implications for data privacy. It introduces the basics 

of FL, different types of inference attacks (model inversion, 

membership inference, property inference), and provides 

an overview of recent research on gradient inversion and 

membership inference attacks. We emphasize the need for 

robust defenses to safeguard sensitive information in FL 

systems, along with the importance of future research in 

addressing these increasingly realistic threats.

Introduction

Machine learning models have demonstrated remarkable 

capabilities in interpreting and deriving insights from data, 

leading to significant advancements in fields such as med

ical diagnostics [1] and natural language processing [2]. 

However, these applications often involve handling pri

vacy-sensitive data [3], which can be inferred from trained 

models [4], raising concerns about data privacy and secu

rity. Federated Learning is a privacy-preserving approach 

to distributed machine learning that aims to address these 

concerns [5] but is not immune to potential exploits [6]. 

Inference attacks directly threaten this privacy-preserving 

feature by attempting to extract information about the 

model and the data it was trained on [7].

In this essay, I provide an overview of state-of-the-art 

inversion attacks and their defenses to Federated Learning. 

Besides informing on the state-of-the-art, this essay should 

provide an introduction to the subject for both machine 

learning and cyber security specialists. First, we will dis

cuss the basics of Federated Learning, introduce attacks on 

Machine Learning models, and consider a taxonomy of in

ference attacks on Federated Learning. Then, I will present 

novel attacks and some of their defenses. Finally, we will 

discuss the threat these attacks present when considering 

the defenses and present future work to accommodate for 

these threats.

Background

In this section, the necessary background information will 

be introduced. The background is considered whatever al

ready existed until last year (March 2022). We will provide 

a concise overview of machine learning principles, to then 

discuss the workings of Federated Learning (FL). Having 

covered the necessary machine learning knowledge, the 

discussion will move to how one would attack such sys

tems. Finally, we focus on previous inference attacks as 

summarized and discussed by Abad et al. [6].

Machine Learning

The goal of any machine learning algorithm is to predict 

some label or value given familiar but unseen data. For the 

purposes of this discussion, the machine-learning process 

can be separated into 3 stages:

1. Training

2. Testing/Evaluation

3. Deployment

During training, the machine learning model, 𝑓  is given 

a set of tuples {(𝑥𝑖, 𝑦𝑖)}. The learning algorithm then 

adjusts the model parameters, 𝜃, such that the model after 

training, 𝑓𝜃, maps the input features 𝑥 to the target value(s) 

𝑦. Depending on the learning task, 𝑦 could be a continuous 

value (regression), a binary value (binary classification), or 

a set of discrete values (multi-class classification)1 [6], [9].

The testing phase assesses the performance of the 

model. We take a similar, but unseen set of tuples {(𝑥, 𝑦)} 

and test whether the model, 𝑓𝜃(𝑥), returns the correct 

value(s). It’s important to only test on unseen data since 

the aim is to assess the generalizing ability of the model. 

One can imagine the performance to be higher if the same 

data that was used to train, was used to test.

After the model is trained and evaluated, it is then 

deployed. Often accessed via a public or private API. In the 

case of Federated Learning, this process is iterative.

1More types of machine learning exist [8], but the details of their 
taxonomy are not important for this discussion. The focus will be 
on Federated Learning which, almost exclusively uses supervised 
learning.
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Federated Learning

Federated Learning (FL) is a method of delegating, or 

democratizing, the training stage of a machine learning 

algorithm. Its benefits are threefold [10]:

1. It avoids sharing raw personal data with a third party.

2. Processing resources are delegated.

3. Data that is fragmented over multiple locations can still 

be used for training.

The process, generally, works as follows. Each client in 

set of clients, 𝐶 = {𝑐0, 𝑙…, 𝑐𝑛}, trains a private machine 

learning model on their respective dataset. Information 

about this trained model is then sent to a central server that 

aggregates the information from all clients into a single 

model. The newly trained model is then sent back to the 

clients for another iteration2 [10].

Figure  1: Typical Federated Learning network topology. The 

client, 𝑐𝑖, sends the gradient, ∇𝑄(𝜃𝑖), and/or weights, 𝜃𝑖, of a 

particular iteration 𝑖. The central server then sends the updated 

model parameters 𝜃𝑖+1 initiating the next iteration.

Various aggregation algorithms exist. The most popular 

of which are Federated Stochastic Gradient Descent 

(FedSGD) and Federated Averaging (FedAvg). These use 

the gradient (the function that describes how to optimize 

the model) or the aforementioned parameters, 𝜃, of the 

client models respectively when communicating model 

updates [11]. While the technical details of these algo

rithms are not crucial to this discussion, it is important 

to note that both the gradient and the weights contain 

embedded information about the client’s dataset [4], [7].

Vertical versus Horizontal FL

Lastly, there are two types of FL: Horizontal Federated 

Learning (HFL), or cross-device Federated Learning; and 

Vertical Federated Learning (VFL), or cross-silo Federated 

Learning [6], [12]. These differentiate in the way the client 

data is aligned to provide a trainable model.

2Other network topologies are possible within Federated Learning. 
One notable example is a peer-to-peer network which allows for 
a completely decentralized machine-learning approach. Most actual 
implemented systems, however, have a normal client-server struc
ture [6].

In the former, devices all collect data on the same fea

tures, but their sample space is not equal (the distributions 

might not align, and the size can be different). This is the 

most used type of Federated Learning, which also is how 

companies such as Google train their models on user data 

[5].

In the latter, we can imagine a set of hospitals or com

panies (or data silos) that need to train a model on all the 

available user data. The data, however, cannot be directly 

shared and the kind of data they collect on their users is 

also different. Regardless, each user, or subject, is present 

in each database. They thus share the same sample space 

but differ in the features they train their local models on.

Attacking Machine Learning

The machine learning approaches discussed so far (normal 

centralized learning and Federated Learning) contain 

several points at which an attacker could intervene to 

exploit various characteristics of the system. Before dis

cussing inference attacks that take place in later stages of 

the machine learning pipeline, let us briefly discuss other 

potential threats to machine learning models.

The phases discussed in the first section (training, 

testing, and deployment) correspond directly to different 

attacks which can be categorized as follows [9]:

1. Poisoning Attack: This type of attack, known as 

contamination of the training data, takes place during 

the training time of the machine learning model. An 

adversary tries to poison the training data by injecting 

carefully designed samples to compromise the whole 

learning process eventually.

2. Evasion Attack: This is the most common type of 

attack in the adversarial setting. The adversary tries to 

evade the system by adjusting malicious samples during 

the testing phase. This setting does not assume any 

influence over the training data.

3. Inference/Exploratory Attack: These attacks do not 

influence any dataset. Given black-box access to the 

model, they try to gain as much knowledge as possible 

about the learning algorithm of the underlying system 

and pattern in training data.

While the first two also pose potential threats to the 

FL scheme and are very popular in centralized machine 

learning, they are considerably harder to perform on Fed

erated Learning as the data is distributed [13]. Databases 

of multiple clients have to be compromised to create an 

exploit that is comparable to that of a centralized machine-

learning approach.

Inference attacks, however, threaten the privacy guar

antees FL attempts to give. Inference attacks specifically 

try to infer information about the dataset the model was 

trained on or the model itself. Thereby threatening the 

confidentiality of the database, and thus the privacy, of the 

victims involved [6]. Since they actively infer information 
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about a deployed system, the amount of information on the 

system determines how powerful such an attack could be. 

For this reason, they are also further specified as white-

box or black-box, and sometimes grey-box inference 

attacks [14].

Inference Attacks

Inference attacks can be applied to both centralized ma

chine learning models and Federated Learning schemes. 

Many of the principles we will cover apply to both 

centralized and Federated Learning, but the focus will be 

on applications on FL. Specifically, we will provide an 

overview of attack classifications as given by Abad et al. 

[6].

Firstly, depending on the target information the at

tacker attempts to infer, the attack is classified as follows:

1. Model Inversion: In model inversion, the attacker at

tempts to invert the machine learning model. Thereby 

finding the data point corresponding to a certain label. 

Fredrikson et al. [4] were able to invert a facial recog

nition model, allowing them to recover the image of an 

individual known to be in the training dataset.

2. Membership Inference: In this attack, the goal is 

to determine whether a data point (𝑥, 𝑦) was part of 

the training set. In FL it is also possible to determine 

whether a data point was part of the training set of a 

particular client.

3. Property Inference: Property inference attempts to 

detect whether the dataset used to train the (local) 

model contains some property (e.g. whether images are 

noisy) [15].

Secondly, when considering a malicious central server, the 

attack can be classified according to the manner in which 

the attacker interferes with the training procedure [6]:

1. Passive: Also known as an honest-but-curious sce

nario. The attacker can only read or eavesdrop on com

munications (i.e. the weights and gradient transmitted 

between the clients and the server), and the local model 

and dataset in case of an honest-but-curious client.

2. Active: The attack is more effective than the former 

but less stealthy. It essentially changes the learning goal 

from minimizing loss to maximizing inferred informa

tion from the victim.

Lastly, attacks can be categorized based on the position of 

the attacker in the network:

1. Local: The attacker is a client, i.e. they can only access 

their database, parameters, and the global parameters 

they receive from the server.

2. Global: The attacker is the central server. They do not 

have access to any databases but can access the gradi

ents/parameters sent by all clients and the global model.

Inference Attacks in Federated Learning

This section will discuss the state-of-the-art of inference 

attacks on Federated Learning. Specifically, we will discuss 

progress in the field as of March 2022. The research 

presented here was found primarily by querying Google 

Scholar with the terms “Inference Attacks on Federated 

Learning”, “Membership Inference on Federated Learn

ing”, “Model Inversion on Federated Learning”, and “Gra

dient Inversion on Federated Learning”. The next section 

will cover the threats these advances pose to current 

systems.

First, we will discuss various attacks, focusing not only 

on their performance but paying special attention to the 

scenario in which the researchers placed the hypothetical 

adversary. Then, we will cover defenses to some of these 

attacks.

Attacking

Various types of attacks fall under the umbrella of infer

ence attacks. As of the writing of this essay, the most 

popular are Membership Inference and Gradient In

version as these show the most results. Passive inference 

attacks are more often covered than their active counter

parts. For each paper, we annotate the type of attack (see 

section “Inference Attacks”), summarize the findings of the 

authors, and briefly discuss them.

Do Gradient Inversion Attacks Make Federated Learn­

ing Unsafe?

Keywords: Model Inversion, Local/Global, Cross-De

vice/HFL, Passive

Hatamizadeh et al. [16] performed image reconstruc

tion using gradient inversion while relaxing a strong as

sumption made in prior work regarding Batch Normaliza

tion (BN) [17]. BN is a technique used in neural networks 

that significantly improve the learning rate and stability, 

and is therefore ubiquitous in modern machine learning. 

The technique introduces two learned parameters, 𝛽 and 

𝛾, which thus change during the learning process [17]. 

Previous work has assumed these statistics to be static 

[7], [18], introducing an error that would compound over 

time. The authors were able to reliably reconstruct images 

without assuming static BN statistics. The authors make 

a strong case for an inversion attack that could be used 

in practice but still rely on priors (approximations of the 

image) to make accurate reconstructions.

Improved Gradient Inversion Attacks and Defenses in 

Federated Learning

Keywords: Membership Inference, Local/Global, 

Cross-Device/HFL, Passive, White-Box

Geng et al. [19] proposed a framework for inverting 

both FedAVG-based and FedSGD-based networks in an 
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“honest-but-curious” scenario. They mention prior work 

has failed to effectively perform gradient inversion when 

FL uses the FedAVG aggregation algorithm. Furthermore, 

they specify methods for fine-tuning the performance of 

image restoration in the inverted model, allowing them 

to restore images that were introduced 16 epochs before 

the current iteration. As Federated Learning is an iterative 

process, one can imagine that the further a data point is 

removed from the current iteration, the harder it is to infer 

from the current gradient. While their results are promis

ing, they do assume a white-box attack scenario making 

their attack harder to perform.

CS-MIA: Membership Inference Attack Based on Pre­

diction Confidence Series in Federated Learning

Keywords: Membership Inference, Local/Global, 

Cross-Device/VFL, Passive

Gu et al. [11] were able to determine whether data 

points are members of certain datasets by following the 

trend in their classification confidence. Over time, the 

global model should perform less well on participants’ 

private data, meaning that member data should follow a 

different trend compared to non-member data. They then 

train a supervised model to determine whether data points 

were part of the training set based on this assumption. The 

model is then used to determine the probability of unseen 

data being part of the target training data set. They show 

high accuracy and F1-scores for all datasets with the lowest 

performer being MNIST (around 60% compared to >90% for 

the other datasets). Still, the proposed solution scores the 

best out of all included approaches by a significant margin.

Subject Membership Inference Attacks in Federated 

Learning

Keywords: Membership Inference, Local/Global, 

Cross-Silo/VFL, Passive

In a black-box setting, Suri et al. [12] propose a method 

for what they call Subject Inference (see section “Feder

ated Learning”). They describe previous work as being 

disconnected from real-world scenarios as it (i) includes 

information adversaries would not normally have access 

to and (ii) assumes the adversary is looking for data points 

rather than individuals. Instead of determining whether 

one particular data point was part of the training set, the 

authors attempt to infer whether an individual, a subject, 

(or rather their distribution) is present in the dataset given 

some preexisting information on them. They show the 

attack to be very effective in various real-world datasets 

while also increasing the realism of the scenario. They 

show Subject Inference to be a real threat to user privacy.

Active Membership Inference Attack under Local Dif­

ferential Privacy in Federated Learning

Keywords: Membership Inference, Local/Global, 

Cross-Device/HFL, Active

Different from other works, Nguyen et al. [20] considers 

a maximally malicious, i.e. active, membership inference 

attack. They implement a method for inferring member

ship of a particular data point in the presence of differential 

privacy [21]. Differential privacy obscures the relation of 

the individual to the data point, without affecting the 

patterns used for training machine learning models. The 

authors show that their method performs well, even under 

such obscuring of the data. Furthermore, the attack only 

starts to degrade after the level of obscurity interferes with 

model performance. They show that more rigorous privacy 

methods should be proposed to deal with such attacks.

Defending

To combat inference attacks, we discuss potential defenses 

against them. Some of the papers that are included have 

been discussed in the last section. These have been marked 

with a footnote accordingly. For each paper, we will sum

marize the proposed measures and briefly discuss them.

Improved Gradient Inversion Attacks and Defenses in 

Federated Learning3

Geng et al. [19] found that labels that only appeared 

only once were more prone to their proposed inversion at

tacks (see the “Improved Gradient Inversion…” subsection 

above). They also mention the use of larger batch sizes i*n 

the global model (i.e. more clients) to reduce the amount 

of private information embedded in a single batch. Lastly, 

they claim FedAVG possesses “stronger privacy preserving 

capabilities than FedSGD”. As this was included in the dis

cussion of their attack-oriented paper, they do not evaluate 

these claims further.

Do Gradient Inversion Attacks Make Federated Learn­

ing Unsafe?4

Hatamizadeh et al. [16] make several recommendations 

to make existing implementations of FL safer, namely: 

(i) larger training sets, (ii) updates from a larger number 

of iterations over different (iii) large batch sizes. In addi

tion, they mention three more changes that could poten

tially mitigate server-side (i.e. Global) gradient inversion 

attacks: (1) the use of Homomorphic Encryption (see 

section “Future Work”), (2) ensuring the attacker does not 

have knowledge of the model architecture, and (3) using 

3Often, novel attack proposals also include possible countermea
sures. Some of the papers covered in the last section, therefore, have 
also been included in this section.

4Often, novel attack proposals also include possible countermea
sures. Some of the papers covered in the last section, therefore, have 
also been included in this section.
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an alternative aggregation algorithm such as FedBN [22], 

[23]. The countermeasures provided are relatively general. 

They also provided sources affirming their suspicions.

An Empirical Analysis of Image Augmentation Against 

Model Inversion Attack in Federated Learning

Shin et al. [24] propose the use of image augmentation as a 

more viable alternative to differential privacy [21]. Image 

augmentation is a data synthesis method that increases 

the size of the training set, and reduces over-fitting [25]. 

As this introduces fake data while improving the overall 

performance of the model, the authors suggest it could be 

used to mitigate model inversion attacks. The attack they 

used was introduced by Geiping et al. [7], and various more 

successful attacks have been constructed since then [19].

ResSFL: A Resistance Transfer Framework for Defend­

ing Model Inversion Attack in Split Federated Learning

In a framework introduced by Li et al. [26], Split Feder

ated Learning (SFL) [27] is augmented with a model that 

attempts to invert the model before the client sends their 

model to the central server. By choosing weights where 

the discriminator performs poorly, they claim to improve 

the resiliency of the scheme to model inversion attacks. 

They indeed show improvements over the standard imple

mentation of SFL but do not mention how this method 

compares to attacks on default FL.

Discussion

In this section, we will discuss the attacks and defenses 

as presented in the last section. Specifically, we determine 

the threats these attacks pose and if the defenses included 

could effectively mitigate them. In the end, we propose 

new research directions that could help mitigate these 

threats.

Current Threats and Trends

The attacks presented show how Federated Learning 

might not be able to guarantee privacy. Privacy, thus, 

should still remain a concern even if Federated Learning 

brings stronger privacy guarantees than traditional ma

chine learning and its derivatives. Let us summarize the 

threats these attacks pose:

1. More Realistic Scenarios: Research starts to intro

duce more realistic scenarios that could threaten cur

rent implementations of Federated Learning. As the 

field matures, attacks seem to become more realistic. 

Especially the work presented by Suri et al. [12] poses 

a real threat as it assumes a complete black-box attack 

with reasonable assumptions while still showing good 

performance. Even in complete black-box settings, 

however, we still assume the ability to intercept and 

read the communications. Were this to be encrypted, 

such attacks could possibly be mitigated [28].

2. Increased Resilience Against Existing Privacy 

Measures: Some of the aforementioned papers have 

shown improvements concerning the evasion of pri

vacy-preserving measures. Nguyen et al. [20] have 

shown how a membership inference attack can be effec

tively performed in the presence of differential privacy. 

Their method was effective to such a degree that the 

attack was ineffective only once the privacy measures 

started to affect model performance. The image aug

mentation countermeasure proposed by Shin et al. [24] 

could be a viable option. This countermeasure, however, 

was only tested in a passive scenario.

3. Stronger Attacks in Existing Scenarios: As to be 

expected, some work was focused on improving perfor

mance in existing scenarios. Gu et al. [11] have shown 

that much is still to be learned in the field by proposing 

a relatively simple approach that improves upon all 

previous methods by a large margin.

Such developments are not surprising; progress in both 

offense and defense is to be expected. The speed at which 

research moves forward is very impressive and suggests 

the field is still in the early stages of development. When 

considering using such new technologies in production, 

this could be considered when assessing the security of 

such systems.

Future Work

Considering the aforementioned advances, the following 

directions could provide useful for future research:

1. Consider using existing preprocessing methods for pri

vacy preservation. Shin et al. [24] and Hatamizadeh et 

al. [[16]] both either use or suggest using existing pre-

processing or other learning-enhancing augmentations 

to improve privacy. Efforts toward generalizing data 

before training might prove a solution to both overfit

ting and privacy.

2. New attack methods would benefit from relaxing 

assumptions instead of attempting to increase perfor

mance. By doing this, various of the attacks shown have 

provided a more realistic view of the privacy-preserving 

features of FL. While performance improvements might 

provide interesting results and insights, focusing efforts 

on exposing potential realistic threats would have a 

more direct effect on our ability to assess FL from a 

privacy perspective.

3. Working, safe Homomorphic Encryption (HE) would 

hamper most of the aforementioned attacks. Being able 

to encrypt data before training a model would make 

inference attacks completely benign [29]. Work from 

the past year, however, was able to infer privacy-sensi

tive information about the training set regardless of the 

presence of HE [28]. More research on the robust use 
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of HE could prove a catch-all solution for many of the 

presented machine-learning attacks.

Conclusion

This essay has provided an overview for security spe

cialists and machine learning specialists to assess the 

current state of inference attacks in Federated Learning. 

Progress over the last year has shown the field to be 

advancing quickly: introducing successful attacks on new, 

more realistic scenarios; showing the ability to circumvent 

mature privacy-preserving measures; and improving the 

performance of existing methods. The developments seen 

here are concerning given the prevalence of Federated 

Learning. More research is needed to assess how privacy-

preserving Federated Learning actually is and whether 

additional countermeasures provide enough security to 

circumvent the apparent threats presented here.
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